Checklist of Requirements for:   Workstation Use and Security		
[bookmark: _GoBack]Statewide Health Information Policy Manual (SHIPM) 3.2.4 - Workstation Use and Security (Compliance Tool Question #s 66 – 67)
Artifact Must Haves 
	Item #
	Topic
	Covered (Y or N)
	Comment

	1
	Did the organization submit an artifact(s) regarding Workstation Use and Security (may be part of another P&P, or separate)?
	
	

	1a
	Does the artifact(s) address the required Administrative safeguards, including:  
	
	

	1b
	· Procedures for the authorization and supervision of workforce members who work with health information?
	Y N
	

	1c
	· Procedures to determine appropriate access levels to health information for its workforce members?
	Y N
	

	1d
	· Procedures for terminating access to health information when employment of a workforce member ends or as workforce members change assignments?
	Y N
	

	2
	Does the artifact(s) address the required Physical safeguards, including:  
	
	

	2a
	· Restricting physical access to workstations to only authorized personnel?
	Y N
	

	2b
	· Physical security and environmental protection controls, to guard against unauthorized access, use, disclosure, disruption, modification, or destruction of health information?
	Y N
	

	2c
	· Policies and procedures for workstation, mobile device and media controls to prevent inadvertent loss or disclosure of health information when disposing of, or reusing workstations or mobile devices containing health information?
	Y N
	

	3
	Does the artifact(s) address the required Technical safeguards, including:
	
	

	3a
	· Securing workstations (screen lock or logout) prior to leaving area to prevent unauthorized access?
	Y N
	

	3b
	· Enabling a password-protection screen saver with a short timeout period to ensure that workstations that were left unsecured will be protected?
	Y N
	

	3c
	· Not to install unauthorized software on workstations?
	Y N
	

	3d
	· *Require storing all sensitive information, including health information on network servers?
	Y N
	

	3e
	· Require the securing of laptops that contain sensitive information by using cable locks or locking laptops up in drawers or cabinets?
	Y N
	

	3f
	· Require the use of Encryption on portable workstations?
	Y N
	

	3g
	· *Require workstations utilize a baseline workstation configurations standard?
	Y N
	

	3h
	· Require the installation of privacy screen filters or other physical barriers to alleviate exposing data?
	Y N
	

	3i
	· *Require workstations be left on but logged off after hours in order to facilitate updates?
	Y N
	

	3j
	· *Require running applications and open documents be closed?
	Y N
	

	4
	Does the artifact(s) have official review/acceptance:
	
	

	4a
	· Effective Date?
	Y N
	

	4b
	· Revision Date?
	Y N
	

	4c
	· Authorizing Sr./Executive Management Signature?
	Y N
	


* This is a Best Practice description – and will not be considered non-compliant or a Finding during the CalOHII Compliance Review process 
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