Checklist of Requirements for:   Incident Reporting		

Statewide Health Information Policy Manual (SHIPM) 3.1.2 – Incident Procedures (Compliance Tool #39)
[bookmark: _GoBack]Artifact Must Haves 
	Item #
	Topic
	Covered (Y or N)
	Comment

	1
	Did the organization submit an artifact addressing Incident Procedures and Reporting?
	Y N
	

	2
	Does the artifact(s) define what a Security Incident is for the organization’s business functions?
	Y N
	

	3
	Does the artifact(s) list the possible types of Security Incidents and the required response for each type?
	Y N
	

	4
	Does the artifact(s) identify who the Security Incident must be reported to within the organization?
	Y N
	

	5
	Does the artifact(s) identify who the Security Incident must be reported to outside of the organization?
	
	

	5a
	· CA CISO/CHP (via CA-CSIRS)
	Y N
	

	5b
	· HHS
	Y N
	

	5c
	· The individuals (patients)
	Y N
	

	6
	Does the artifact(s) describe how to identify and respond to a suspected or known Security Incident (to assist those workforce members responsible for the organization’s Security Incident response efforts)?
	Y N
	

	7
	Does the artifact(s) describe Security Incident reporting requirements, including:
	
	

	7a
	· Description of Attempted or Actual Security Incident?
	Y N
	

	7b
	· Date, Time, and Location of the Incident?
	Y N
	

	7c
	· Person Who Discovered the Security Incident?
	Y N
	

	7d
	· How the Security Incident Was Discovered?
	Y N
	

	7e
	· Evidence of the Security Incident?
	Y N
	

	7f
	· Actions taken to mitigate damages to Covered Entity’s electronic systems and Protected Health Information?
	Y N
	

	7g
	· Policy and Procedure Changes Implemented to Avoid Recurrence?
	Y N
	

	7h
	· Date of Security Incident Report?
	Y N
	

	7i
	· Name and Signature of Security Official who received the report?
	Y N
	

	7j
	· Did the incident result in an unauthorized disclosure/breach?
	Y N
	

	7k
	· Description of escalation process for suspected breach?
	Y N
	

	7l
	· Instructions for Business Associate reporting of Security Incidents?
	Y N
	

	7m
	· Maintain record of incidents? 
	Y N
	

	7n
	· Report to Covered Entity?
	Y N
	

	8
	Does the artifact(s) describe how to mitigate, to the extent reasonable, the situation that caused the Incident 
(for those workforce members responsible for the organization’s Incident response efforts)?
	Y N
	

	9
	Does the artifact(s) describe how to evaluate Security Incidents as part of the organization’s ongoing Risk Management activities 
(for those workforce members responsible for the organization’s Incident response efforts)?
	Y N
	

	10
	Does the artifact(s) have official review/acceptance:
	
	

	10a
	· Effective Date?
	Y N
	

	10b
	· Revision Date?
	Y N
	

	10c
	· Authorizing Sr./Executive Management Signature?
	Y N
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