Checklist of Requirements for: Business Associate Oversight Policy Checklist document

Statewide Health Information Policy Manual (SHIPM) 4.4.2 – Oversight of Business Associates 
[bookmark: _GoBack]Artifact Must Haves 
	Item #
	Topic
	Covered (Y or N)
	Comments

	1
	Was documentation (artifact) provided to demonstrate oversight of Business Associates (BA) to verify compliance with requirements of the Business Associate Agreement (BAA) - which may be documented in a Memorandum of Understanding (MOU)?
	Y N
	

	2
	Does the artifact(s) identify state entity responsibility for oversight (e.g., PO, SO, HIPAA Privacy and Security team) of the BAA?
	Y N
	

	3
	Did the artifact(s) describe a program to periodically review BAAs and verify compliance with all patient privacy and security requirements in the BAA?
	Y N
	

	3a
	· Is the frequency of the review based on the results of the state entity’s risk analysis?
	Y N
	

	3b
	· Does the risk analysis consider factors to determine the frequency (e.g., size of BA, whether BA accesses health information, length of relationship with BA)?
	Y N
	

	4
	Did the artifact(s) demonstrate the state entity has internal controls to:
	
	

	4a
	· Update existing BAAs when there is a change in law that affects the requirements in the BAA?
	Y N
	

	4b
	· Periodically review the BAA template and update to ensure the template is accurate and consistent with the law?
	Y N
	

	4c
	· Periodically distribute the BAA template to all units in the state entity to ensure the correct template is being used?
	Y N
	

	4d
	· Communicate with the BA within 2 days when the state entity receives a request from a patient regarding confidential communications and restrictions on use and disclosure?
	Y N
	

	4d
	· Identify and evaluate risks with the BA relationship?
	Y N
	

	4e
	· Include identified risks with the BA in the state entity’s risk analysis?
	Y N
	

	4f
	· Demonstrate BA adheres with privacy and security protocols required by law and SHIPM.
	Y N
	

	4g
	· Verify the BA method to notify the state entity if and when there are any violations of law, policy, or contact occurs, including breaches or security incidents?
	Y N
	

	4h
	· Verify the timeframe the BA is to notify the state entity when there are any violations of law, policy, including breaches or security incidents?
	Y N
	

	4i
	· Document the procedure the state entity takes when it becomes aware of any pattern or practice that constitutes a violation of law and/or BA obligation under the contract?
	Y N
	

	5
	Does the artifact(s) have official review/acceptance:
	
	

	5a
	· Effective Date?
	Y N
	

	5b
	· Revision Date?
	Y N
	

	5c
	· Authorizing Sr./Executive Management Signature?
	Y N
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