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DHCS Public Reporting 

• Per “Public Aggregate Reporting – DHCS Business 
Reports Guidelines”: 

• In order to achieve the goals of public reporting and 
protection of personally identifiable information, 
“procedures that appropriately and accurately de-
identify data when publicly reporting are necessary.” 



Small cells 

• Per Public Aggregate Reporting – DHCS Business Reports 
Guidelines (pg. 11 of 41): 

• “Cell suppression includes two parts: suppression of the 
cell that has a value less than 11 and suppression of 
other complementary cells that may allow for 
calculation of the cell being suppressed. 
Complementary cells may have larger cell sizes that 
support calculation of the exact number of cases in cells 
of less than 11 by subtraction or other mathematical 
means.”* 

*Emphasis added 



DHCS guidelines applied to 5F 

• Applying these DHCS guidelines to the public report, 5F 
Children Authorized for Psychotropic Medications, using 
an approach of masking (***) the small and 
complementary cells suppresses a lot of data. 



An early masking attempt (no longer online) … 
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Masking Solution Currently Online … 





http://cssr.berkeley.edu/ucb_childwelfare/CDSS_5F.aspx 

 

http://cssr.berkeley.edu/ucb_childwelfare/CDSS_5F.aspx


The “Jitter” Function* 

• Goals:  

– Prevent the identification of individuals 

– Preserve general trends and the overall integrity of the 
data 

* We would like to acknowledge the significant contribution 

of Partners for Our Children, School of Social Work, 

University of Washington in our development of this 

approach. 



The “Jitter” Function 

• A random number is added to each non-zero cell in each 
table that is returned. The random numbers are 
generated from a specific probability distribution. 

• Zero values remain as zero.  This preserves the 
presence/absence of an event. 

• Jittered results are set to 1 if the jitter function reduces 
them to a value less than 1. 

* We would like to acknowledge the significant contribution 

of Partners for Our Children, School of Social Work, 

University of Washington in our development of this 

approach. 



The Jitter Function: Potential Concerns 

• Output tables, rather than underlying data are jittered.   

• As a result, output tables in which totals would match 
with non-jittered data, may differ slightly 



• With jittered data, 
county totals differ 
slightly from table 
to table 



The Jitter Function: Potential Concerns 

• Output tables, rather than underlying data are jittered.   

• As a result, output tables in which totals would match 
with non-jittered data, may differ slightly 

– This issue can be addressed in presentation and 
documentation of the jitter function 

 

Non-public site with jittered data 

http://cssr-test.berkeley.edu/develop/CDSS_5F_beta.aspx
http://cssr-test.berkeley.edu/develop/CDSS_5F_beta.aspx
http://cssr-test.berkeley.edu/develop/CDSS_5F_beta.aspx


The Jitter Function: Potential Concerns 

• A malicious user could attempt to determine the true 
value of certain cells by averaging multiple runs of the 
same query. 

– However, for a given extract, our system returns the same 
(jittered) results each time the same query is called. 

– Averaging values returned from different views of the 
same data won’t necessarily return the true value.  Even 
if it does, uncertainty remains. 



The Jitter Function: Potential Concerns 

• To provide additional anonymity, the specifics of the jitter 
function can be kept confidential: the type of the random 
distribution, standard deviation,  and other details. 

 



Sample Effects of Jitter Function 

• The following slides show available numerators in three 
versions of the data: 

(1) With values masked (as currently on the live site) 

(2) Jittered values 

(3) Actual values 
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